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} Problems

} Glossary

} Encryption
ƁSymmetric algorithms 
ƁAsymmetric algorithms: Public Key Infrastructure

} Certificates
ƁDigital Signatures 
ƁX.509 certificates

} Grid Security
ƁProxy certificates
ƁCommand line interfaces

} Virtual Organization
ƁConcept of VO and authorization



} Principal
ƁAn entity: a user, a program, or a machine

} Credentials
ƁSome data providing a proof of identity

} Authentication
ƁVerify the identity of a principal

} Authorization
ƁMap an entity to some set of privileges

} Confidentiality
ƁEncrypt the message so that only the recipient can understand it

} Integrity
ƁEnsure that the message has not been altered in the transmission

} Non- repudiation
Ɓ Impossibility of denying the authenticity of a digital signature

} The òGrid Security Infrastructure(GSI)ó is the basis of (most) production grids



} How does a user securely access the Resource without having an 
account on the machines of the Resource?

} How does the Resource know who a user is?

} How are rights and that they are allowed access?
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}Security!!!
ƁLaunch attacks to other sites
¶Large distributed farms of machines, perfect for launching a 

Distributed Denial of Service attack.

ƁIllegal or inappropriate data distribution and access 
sensitive information
¶Massive distributed storage capacity ideal for example, for swapping 

movies.

¶Growing number of users have data that must be private ðbiomedical 
imaging for example

ƁDamage caused by viruses, worms etc.
¶Highly connected infrastructure means worms could spread faster than 

on the internet in general.



} Is a discipline of mathematics concerned with information security 
and related issues, particularly encryption, authentication, and 
access control. 

} Symbology

ƁPlaintext: M

ƁCyphertext : C

ƁEncryption with key K1 : E K1
(M) = C

ƁDecryption with key K2 : D K2
(C) = M

} Algorithms

ƁSymmetric : K1 = K 2

ƁAsymmetric : K1 Í K2
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}The is used for encryption and 
decryption

}The key is shared by both side of the 
communication
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}Advantages:
ƁFast & Easy

}Problems:
ƁHow to distribute the key?

ƁThe number of keys needed is O(n 2)

}Examples:
ƁDES (Digital Encryption Standard) 
Ɓ3DES (Triple DES)
ƁAES (Digital Encryption Standard)
ƁBlowfish
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} Every user has two keys: one and one public :

Ɓ it is impossible to derive the private key from the public one;
Ɓ a message encrypted by one key can be decrypted only by the 

other one.

} Public keys are exchanged
} The sender ciphers using the public key of the receiver
} The receiver decrypts using his private key;
} The number of keys is O(n)
} Examples:
ÅDiffie - Helmann
ÅRSA
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